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Threat

  

  

A computer threat MIGHT include a Trojan, virus, spyware, back-doors etc. each has its own
meaning.

  

Virus

  

 1 / 5



Network Security Concept

  A computer virus is a computer program that can copy itself and infect a computer without thepermission or knowledge of the owner.  Worm  

  A computer worm is a standalone malware computer program that replicates itself in order tospread to other computers. Often, it uses a computer network to spread itself. This is due tosecurity shortcomings on the target computer. Unlike a computer virus, it does not need toattach itself to an existing program. Worms almost always cause at least some harm to thenetwork, even if only by consuming bandwidth, whereas viruses almost always corrupt ormodify files on a targeted computer.  Trojan Horse  

  The Trojan horse, also known as trojan, in the context of computing and software, describes aclass of computer threats (malware) that appears to perform a desirable function but in factperforms undisclosed malicious functions that allow unauthorized access to the host machine,giving them the ability to save their files on the user's computer or even watch the user's screenand control the computer.  Spyware  
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  Spyware is computer software that is installed surreptitiously on a personal computer to collectinformation about a user, their computer or browsing habits without the user's informed consent.  Virus Prevention Tips        -  Do not open any files attached to an email from an unknown or suspicious sender or anyunknown files found on the Internet.       -  Do not download any files from strangers.      -  Delete chain emails and junk email. Do not forward or reply to any to them. These types ofemail are considered spam.       -  Exercise caution. When downloading files from the Internet ensure that the source is alegitimate and reputable one. Always have your antivirus turned on and updated.       -  Update your antivirus software regularly. Ensure that your antivirus and firewall are set touse automatic updates.       -  Back up your files on a regular basis.      -  Follow up on your suspicions. If you find a suspicious file on you computer you scan it withmultiple antivirus scanners to determine if it is a threat or not.     A message given to a Web browser by a Web server. The browser stores the message in a textfile. The message is then sent back to the server each time the browser requests a page fromthe server.  Cookies  

  The main purpose of cookies is to identify users and possibly prepare customized Web pagesfor them. When you enter a Web site using cookies, you may be asked to fill out a formproviding such information as your name and interests. This information is packaged into acookie and sent to your Web browser which stores it for later use. The next time you go to thesame Web site, your browser will send the cookie to the Web server. The server can use thisinformation to present you with custom Web pages. So, for example, instead of seeing just ageneric welcome page you might see a welcome page with your name on it.  The name cookie derives from UNIX objects called magic cookies. These are tokens that areattached to a user or program and change depending on the areas entered by the user orprogram.  Firewall  
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  A system designed to prevent unauthorized access to or from a private network. Firewalls canbe implemented in both hardware and software, or a combination of both. Firewalls arefrequently used to prevent unauthorized Internet users from accessing private networksconnected to the Internet, especially intranets. All messages entering or leaving the intranetpass through the firewall, which examines each message and blocks those that do not meet thespecified security criteria.  There are several types of firewall techniques:  Packet filter: Looks at each packet entering or leaving the network and accepts or rejects itbased on user-defined rules. Packet filtering is fairly effective and transparent to users, but it isdifficult to configure. In addition, it is susceptible to IP spoofing.  Proxy server: Intercepts all messages entering and leaving the network. The proxy servereffectively hides the true network addresses.  In practice, many firewalls use two or more of these techniques in concert. A firewall isconsidered a first line of defense in protecting private information. For greater security, data canbe encrypted.  The Information Technology ACT  An Act to provide legal recognition for transactions carried out by means of electronic datainterchange and other means of electronic communication, commonly referred to as "electroniccommerce", which involve the use of alternatives to paper-based methods of communicationand storage of information, to facilitate electronic filing of documents with the Governmentagencies and further to amend the Indian Penal Code, the Indian Evidence Act, 1872, theBankers' Books Evidence Act, 1891 and the Reserve Bank of India Act, 1934 and for mattersconnected therewith or incidental thereto.  Cyber Law  When Internet was developed, the founding fathers of Internet hardly had any inclination thatInternet could transform itself into an all pervading revolution which could be misused forcriminal activities and which required regulation. Today, there are many disturbing thingshappening in cyberspace. Due to the anonymous nature of the Internet, it is possible to engageinto a variety of criminal activities with impunity and people with intelligence, have been grosslymisusing this aspect of the Internet to perpetuate criminal activities in cyberspace. Hence theneed for Cyberlaws in India.  Cyber Crime  

  In Simple way we can say that cyber crime is unlawful acts wherein the computer is either a toolor a target or bothCyber crimes can involve criminal activities that are traditional in nature, such as theft, fraud,forgery, defamation and mischief, all of which are subject to the Indian Penal Code. The abuseof computers has also given birth to a gamut of new age crimes that are addressed by theInformation Technology Act, 2000.  We can categorize Cyber crimes in two ways  The Computer as a Target :-using a computer to attack other computers.e.g. Hacking,Virus/Worm attacks, DOS attack etc.  The computer as a weapon :-using a computer to commit real world crimes.e.g. CyberTerrorism, IPR violations, Credit card frauds, EFT frauds, Pornography etc.Cyber Crimeregulated by Cyber Laws or Internet Laws.  IPR Issue  Intellectual property (IP) refers to creations of the mind: inventions, literary and artistic works,and symbols, names, images, and designs used in commerce.IP is divided into two categories: Industrial property, which includes inventions (patents), trademarks, industrial designs, andgeographic indications of source; and Copyright, which includes literary and artistic works suchas novels, poems and plays, films, musical works, artistic works such as drawings, paintings,photographs and sculptures, and architectural designs.  Rights related to copyright includethose of performing artists in their performances, producers of phonograms in their recordings,and those of broadcasters in their radio and television programs.  IPR stands for Intellectual Property Rights. IPR was divided into 7 main branches under theTRIPS agreement (Trade Related Aspects of Intellectual Property Rights). These branchesare:-1) Patents2) Copyrights3) Trademarks4) Geographical Indications5) Integrated Circuits and Design Layouts6) Designs7) Confidential Information(Trade secrets)  Hacking  
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  Hacker is a term used by some to mean "a clever programmer" and by others, especially thosein popular media, to mean "someone who tries to break into computer systems."  1) Eric Raymond, compiler of The New Hacker's Dictionary, defines a hacker as a cleverprogrammer. A "good hack" is a clever solution to a programming problem and "hacking" is theact of doing it. Raymond lists five possible characteristics that qualify one as a hacker, which weparaphrase here:        -  A person who enjoys learning details of a programming language or system      -  A person capable of appreciating someone else's hacking      -  A person who picks up programming quickly    Raymond deprecates the use of this term for someone who attempts to crack someone else'ssystem or otherwise uses programming or expert knowledge to act maliciously. He prefers theterm cracker for this meaning.  2) The term hacker is used in popular media to describe someone who attempts to break intocomputer systems. Typically, this kind of hacker would be a proficient programmer or engineerwith sufficient technical knowledge to understand the weak points in a security system. Formore on this usage.  
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